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There are many ways in which technology could help to counter the diversion of conventional
weapons. Yet despite some discussions in international meetings on conventional arms
control, we see limited evidence of technologies being used to strengthen or enhance efforts
to prevent, detect, and investigate the diversion of conventional arms, their ammunition, and
parts and components.

This paper seeks to bridge this gap by presenting a needs-driven, systematic, and context-sen-
sitive framework to identify and assess technologies that could strengthen efforts to counter
the diversion of conventional arms and related components. The first step of this framework
requires an understanding of the risks and methods of diversion, tailored to each specific type
of conventional weapon and its life-cycle context. The second step examines the existing
technologies which could help address the identified risk(s). The final step assesses the iden-
tified technologies according to the context(s) in which they would be applied, as well as
against selected attributes the technologies should possess. The paper also provides two illus-
trations to show how the framework could be applied to small arms and light weapons on the
one hand, and components of conventional weapons on the other.

This paper presents an introduction to the first phase of a joint UNIDIR-FPI initiative to
explore the utility of different technologies for strengthening efforts to counter diversion and
eradicate the illicit trade in conventional arms.
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Glossary

Diversion: “The rerouting and/or the appropria-
tion of conventional arms or related items contrary
to relevant national and/or international law,
leading to a potential change in the effective
control or ownership of the arms and items.
Instances of such diversion can take various
forms: (1) An incident of diversion can occur when
the items enter an illicit market, or when redi-
rected to an unauthorised or unlawful end user or
for an unauthorised or unlawful end use; (2) The
rerouting and misappropriation of the items can
take place at any point in the transfer chain,
including the export, import, transit, trans-ship-
ment, storage, assembly, reactivation or retransfer
of the items (3) The transaction chain facilitating
a change of effective ownership and/or control can
involve various forms of exchange, whether
directly negotiated or brokered - grant, credit,
lease, barter, and cash - at any time during the
life cycle of the items.”.!

Small arms and light weapons (SALW): “‘Small
arms’ are, broadly speaking, weapons designed

for individual use. They include, inter alia,
revolvers and self-loading pistols, rifles and
carbines, sub-machine guns, assault rifles and
light machine guns; ‘Light weapons’ are, broadly
speaking, weapons designed for use by two or
three persons serving as a crew, although some
may be carried and used by a single person. They
include, inter alia, heavy machine guns, hand-
held under-barrel and mounted grenade launchers,
portable anti-aircraft guns, portable anti-tank
guns, recoilless rifles, portable launchers of anti-
tank missile and rocket systems, portable
launchers of anti-aircraft missile systems, and
mortars of a calibre of less than 100 millimetres.”>

Technology: There is no single definition of tech-
nology. For example, the Merriam-Webster
dictionary defines it as follows: “(1a) the practical
application of knowledge especially in a particular
area; (1b) a capability given by the practical appli-
cation of knowledge, (2) a manner of accom-
plishing a task especially using technical processes,
methods, or knowledge, and (3) the specialized
aspects of a particular field of endeavor.”? In the
context of this report, the definition of technology
most closely resembles the second definition - “a
manner of accomplishing a task, especially using
technical processes, methods, or knowledge”.
Specifically, the technologies within the scope of
this paper are those which have been recently
developed and are emerging in the context of
diversion prevention- although this report does
not examine technologies at the lowest technology
readiness levels.



Section 1 - Infroduction

Applying technology as
one of the tools to
prevent diversion

The diversion of weapons systems into the hands
of unauthorised users or for unauthorised use
causes many adverse effects. These include crime,
terrorism, armed violence, situations of conflict;
and they may cause mental and physical harm to
and the death of individuals. In addition, diversion
can have negative impacts on state stability,
development, human rights, education, and other
socioeconomic circumstances or factors. Coun-
tering the diversion and unauthorised end-use of
conventional weapons therefore lies at the heart
of international and regional conventional instru-
ments intended to control arms transfers.

In recent years, significant attention has been
devoted to setting international standards,
strengthening national controls, and improving
processes to support the implementation of these
regional and international instruments, with the
aim of preventing the diversion of conventional
arms - especially SALW. In the context of the
Arms Trade Treaty, for example, a non-exhaus-
tive list of practical measures that governments
can implement has been disseminated. Next to
measures of a non-technological nature, various
specific technologies that have been put forward
as good practices are being discussed, developed,
and tested in specific contexts or are being
marketed by technology development companies
with the aim of strengthening existing diver-
sion-prevention efforts. However, the general
uptake and implementation of technologies to
counter the diversion of conventional arms, their
ammunition and parts and components remains
relatively limited in practice and the emphasis of
discussions on the matter is mainly on the chal-
lenges that have arisen rather than on the poten-
tial of technologies to enhance control
opportunities.5 Overall, there appears to be a gap

between the increasing discussions on using
technologies in counter-diversion efforts and
initiatives, on the one hand, and their effective
broad-scale implementation on the other.

Some technologies, however, could be highly
beneficial, efficient, and effective in supporting
and strengthening existing measures aimed at
preventing, negating, or mitigating diversion
risks. Numerous technologies have been imple-
mented in the commercial and industrial sectors
to ensure the security of legitimate trade flows
and to prevent the smuggling, theft, and diversion
of commodities from authorised to unauthorised
users. Such technologies, already in use across
other industrial sectors, could also, when repur-
posed, be effective in preventing, negating, or
mitigating the risk of unauthorised diversion and
detecting attempts at diversion. They could lead to
a better understanding of the diversion methods
and help to strengthen the end-use or end-user
controls of conventional weapons systems. Using
technology as a tool to collect and share informa-
tion on instances of diversion can also be most
useful in building advanced information and stra-
tegic intelligence to support the identification of
high-risk transactions and illicit facilitation
routes transnationally and to deploy technologies
more accurately to prevent and detect future
diversion efforts.

Purpose and scope of
this paper

The aim of this project (Countering the Diversion
of arms using TEChnology Tools, or D-TECT) is to
develop and test an approach to identifying and
assessing the utility and feasibility of using
specific technologies for preventing, detecting,
negating, or mitigating diversion. Project D-TECT
consists of two consecutive phases:

First, to identify existing technologies that
could be suited to countering the diversion
of conventional weapon systems, inclu-
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ding small arms and light weapons
(SALW), ammunition, parts and compo-
nents (hereafter, “conventional weapons
and related components”), and develop a
framework that makes it possible to iden-
tify and assess technologies used to counter
diversion.

- Second, to assess, refine, and validate the
list of identified technologies in relation to
specific types of conventional weapon
systems.

This paper presents the results of the first phase;
it contains an exploration of how technologies
could contribute to enhancing efforts to counter
the diversion of conventional arms and ammuni-
tion. Although several technologies have been
suggested, tested, discussed, and marketed as
potential solutions to support the prevention of
diversion, their effective uptake or implementa-
tion in international arms-transfer controls
remains comparatively limited. This paper aims to
help bridge this gap by presenting a framework
that uses a needs-driven, systematic, and
context-sensitive approach to identifying and
assessing potential technologies so as to
strengthen initiatives to counter the diversion of
conventional weapons and related components. It
is important to mention at this point that this
framework is still a work in progress, which will
be refined and validated as the project advances.
Therefore, the analysis of the identified technolo-
gies, their attributes, and the contextual analysis
presented in this paper are by no means final, but
they are intended to guide discussion, with a view
to developing a more comprehensive picture of
technology adoption towards countering the
diversion of conventional weapons and related
components.

By setting out this framework, the paper there-
fore aims to provide a common vocabulary with
which to discuss, evaluate, and share knowledge
on the barriers, preconditions, and context for
implementing technologies to counter diversion
among all the actors involved in conventional
arms-transfer controls. For this reason, this

framework and paper are aimed at relevant state
authorities and the various stakeholders involved
in a weapon’s or a component’s life cycle.¢

Several disclaimers should be noted. First, the aim
of this paper is not to explore the reasons behind
the barriers that have prevented technologies
being more widely adopted to prevent diversion;
nor does it explore the role and relationship of the
various private and public actors in this regard.
These elements will be explored via the applica-
tion of the framework as part of the second phase
of the project. Second, it should be noted that
technologies cannot be seen as standalone initia-
tives. Rather, this paper argues that technology
should be viewed as those instruments or tools
that can contribute to the achievement of some
desired goals to complement and enhance existing
measures.

The analyses and conclusions presented in this
paper were developed using various methods to
collect relevant information for the subsequent
stages of the project. More specifically, the first
step in developing the framework drew upon the
existing relevant literature on the diversion of
conventional weapons and related components to
unauthorised end-users into embargoed countries
and actors and also the illicit market. Interviews
with experts in this domain were used to further
refine and contextualise these findings. In a
second step, the literature on supply chain
management, security, and resilience was
consulted, and in-depth interviews with academic
experts who specialise in supply chain manage-
ment and technologies, industry representatives
from sectors such as the diamond, chemical, crit-
ical minerals, and technological industries, and
from technology companies were conducted to
identify existing technologies and the challenges
and preconditions related to their implementa-
tion. The literature review spanned the period
from September 2022 until May 2023, while the



interviews were conducted between October 2022
and May 2023.

Section 2 of this paper describes the framework
that was developed to enable the identification
and assessment of technologies that are used or
could be used to counter diversion. This section
also includes a long list of technologies that could
possibly be valuable in strengthening counter-di-
version efforts in international arms transfer
controls. In section 3, two examples are provided
to demonstrate how this framework could be
applied in identifying and assessing technologies
to counter the diversion of two different types of
conventional weapon and their components. The
paper concludes with an overview of the main
conclusions drawn from the development of a
structured and systematic approach to identifying
and assessing relevant technologies that could be
used to counter the diversion of conventional
weapons and related components (section 4).

Section 2 - Identification
and assessment of
technologies for
counter-diversion
applications: a general
framework

We focus on identifying technologies to strengthen
counter-diversion efforts, which resonates with
other recent efforts to analyse the relevance of
specific technologies to be implemented in
conventional arms trade controls. Several anal-
yses and studies have assessed the possible rele-
vance of certain technologies to counter the
diversion of conventional weapons and related
components.” Certain specific technologies have
notably been at the centre of more attention and
uptake than others: one is Radio Frequency Iden-

tification (RFID) tags, which have, for example,
been applied to help with ammunition® and
firearm? inventory record-keeping, as well as
physical security and stockpile management
(PSSM). Beyond RFID, certain technologies have
been in the spotlight more than others in the
context of both international conventional arms
transfers and more widely, such as artificial intel-
ligence (AI)° and distributed ledger technology
(DLT).= However, other potentially valuable tech-
nologies are not discussed in as much detail.”
In addition, the speed at which and the extent to
which these technologies - even those that are
put forward or promoted in this context - are
implemented on a generalised scale remain
limited. This may be caused by the difficult and
elusive process of assessing, planning for, and
integrating technological change into interna-
tional conventional arms transfer controls.3

To this end, a framework has been developed to
structure the process of identifying and assessing
potentially relevant technologies to counter the
diversion of conventional weapons and related
components. This framework presents a consistent
approach to guiding decision-making regarding
technology in the context of the international
trade in conventional weapons and related compo-
nents. At the same time, it allows for a tailored
and specific approach to different types of conven-
tional weapon and related components and
contexts of application.

Reflecting similar approaches that provide guid-
ance on technology decision-making* and on
supply chain risk management, the guiding
principle that underpins the framework is that
the use of technology should be needs-driven
rather than driven by its mere availability.®
Consequently, the reality of diversion functions as
the starting point for the framework rather than
the technologies and their functionalities.

The framework consists of three steps. The first
step focuses on understanding the risks of diver-
sion, which are tailored to each specific type of
conventional weapon and the context it operates in.
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The second step examines the existing technologies
which could help prevent or overcome the identi-
fied risk(s). The third and final step assesses the
identified technologies according to the context(s)
in which they would be applied and also against
selected attributes that the technologies should
possess. These three steps are illustrated in figure 1.

The remainder of this section elaborates on these
three steps that make up the general framework.

Step 1. Specifying the aim of
using technology and
mapping item-specific risks
of diversion

The use of any measure - whether technological
or not — needs to be clear about why it is being
adopted and what it aims to achieve or resolve.
To this end, a clear understanding of what tech-
nology can help with - and where it is superfluous
or not adapted to aid with the issue - is impor-

tant. Consequently, a thorough analysis and
deconstruction of the problem at hand and the
intended aim of a technology application is the
first step in the framework set out in this paper.

In this particular context, the aim of technology is
to counter the diversion of conventional weapons
and related components at different points in
their life cycle and supply chain. Diversion is a
very complex, multi-faceted, and multi-layered
phenomenon, and countering it can take different
forms. It is crucial to unpack the various elements
which comprise countering diversion, as different
technologies can contribute differently to these
elements. Table 1 provides an overview of these
different elements.

At the same time, an analysis and definition of
the specific item-level” risks of diversion is also
needed, which should also be specific to the
context in which it exists. Knowledge on the main
risks and methods of diversion across the different
phases in the supply chain of conventional
weapons and related components has notably
been integrated in the comprehensive “Diversion

Figure 1: Framework to identify and assess technologies to counter the diversion of conventional weapons and

related components

Step 1: Specifying the aim of
using technology and mapping
item-specific risks of diversion

Step 2: Identifying potential
technologies

Step 3: Analysing the context
in which technologies are to be
implemented

This step includes conducting an assessment regarding the
aim of applying technology as well as of the specific item level
risks of diversion.

This step consists of identifying the technology/ies which
would respond to the purpose and risk assessment.

This step examines the context in which technologies would
need to be applied, and to identify the necessary precondi-
tions and possible barriers to overcome to successfully apply
the selected technology solution(s).




Analysis Framework (DAF)”, developed by UNIDIR,
CAR and the Stimson Center. The DAF provides a
comprehensive overview of possible methods and
risks of diversion in the different stages of the life
cycle and supply chain of a conventional weapon.
These stages include: (1) manufacture, (2) transfer
(which includes export, transport, import and
transit), (3) stockpile, (4) active use, and (5)
destruction. It is therefore very well suited as a
starting point for such a risk mapping.

Beyond a framework such as the DAF, the risk
analysis would require an assessment through a
more specific item-level lens as well as a loca-
tion-specific lens. On the first element, the
specific risks and methods of diversion can be
more or less pronounced for different types of
conventional weapons or related components. For
example, it may be easier to divert certain items
over others, or certain items can have a greater
effect on peace and security. The same can be said
about the second element, where risks differ
according to the specific regional and national
contexts. This can also be linked to what measures
are already implemented - or not - in different
locations, and form part of a capability gap anal-
ysis, which feeds into the broader risk analysis.
Not taking these issues into account can impact
the successful application - or lack therefore - of

Table 1:

\ 7
a technology. It is therefore important to acknowl-
edge the differences between the different types
of military goods as well as their geographical

context, in order to provide targeted solutions that
best respond to specific contexts of diversion.

Step 2. Identifying potential
technologies

In the second step of the framework, potentially
relevant technologies to counter diversion are
identified. For the purposes of this paper, a total
of 13 overarching technologies are presented, each
of which could be further subdivided into different
types of application.®® It should be noted that this
long list of technologies is not necessarily exhaus-
tive and should therefore be viewed as a starting
point. Indeed, the technologies within scope of
this report are those which have been used or
considered for use to aid with countering diver-
sion (or similar issues found in the civilian
domain, such as product tampering or counter-
feiting). Specifically, technologies included in the
long list are either:

used to counter the diversion of weapons

but remain limited in their use and are not

widespread; or

Elements for an effective approach for countering-diversion

Element Description

Prevention

This form of countering diversion takes place before diversion effectively happens and
involves interventions and measures to prevent actors from diverting conventional
weapons and related components from their authorised end-use or end-user.

Detection

successful.

This form of countering diversion takes place during the diversion efforts and involves
measures and interventions to detect when diversion is happening with a view to
setting up measures or interventions to be taken to prevent the diversion efforts being

Identification

This form of countering diversion deals with actual cases of diversion; thus, it occurs
after diversion has taken place and involves interventions and measures to identify
such cases and to analyse where the diversion effectively happened with a view to
supporting and optimising diversion prevention efforts and initiatives in the future.
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- used in the civilian commercial realm to
increase the integrity and security of
supply chains, but have not been used for
sensitive military or security items.

For the latter category, we explored technologies
used by the food industry, the chemical industry,
or the diamond, critical minerals or pharmaceu-
tical sector. These industries were selected because
their features are similar to that of the arms trade
and transferable lessons can be learnt. Notably,
these industries also face challenges regarding the
risk of diversion to unauthorised end-users and
end-uses. Although the motivations, methods,
and effects of diversion may differ depending on
the industrial sector, these sectors could be using
technologies that could be relevant to conventional
arms control.

This focus allows for an assessment based on
existing knowledge and experiences of applying
these technologies, including lessons learnt and
information on the preconditions necessary for their
successful implementation. Consequently, this
report does not examine technologies at the lowest
technology readiness levels." Therefore, while there
may be future technologies that could present
potential solutions to counter diversion, these tech-
nologies are not within the scope of our study.

Figure 2 provides an overview of the technologies
in the long list. It illustrates the technologies
included, providing an indicative overview of the

Figure 2: Overview of technologies

Less complex
technologies

way they range from more application-specific
and less complex to higher-end and more applica-
tion-diverse technologies. Table 2 contains
descriptions of the various technologies and
describes their current and potential applications
based on existing information about their use. At
this stage, users of the technology are not in scope
or examined in this long list.

While table 2 provides only a quick look at a wide
range of technologies, two additional points should
be noted. First, the technologies mentioned in the
table are presented as standalone technologies
which have specific applications. However, in
reality, the use of technology often means
combining several such technologies, which may
lead to additional applications not necessarily
included or even foreseen in the table above.
Second, it should be borne in mind that each of the
technologies presented above requires wider
supporting infrastructure in order to function
optimally. This can range from electricity or an
internet connection to data inputs, an overarching
record-keeping system in the form of a digital
database, and trained personnel, which should
also be taken into account when selecting a
particular technology, as will be discussed in Step
3 below.

More complex

+ 2D codes - Electronic seals (eSeals)

+ Chemical coding + Global navigation

+ DNA coding satellite system (GNSS)

+ Document and mobile tracking
authentication + Near field communication

(NFC)

- Radio-frequency
identification device
(RFID)

+ Physical unclonable
function (PUF)

+ Sensors
- Internet of things (loT)
- Distributed ledger

technologies

+ Artificial intelligence (Al)

Technology (DLT)



Table 2: Description of the identified technologies®

Technology

2D codes

Description

2D codes are small images that can store
information both vertically and horizontally.
2D codes can be applied on packaging or
items directly through laser marking. Laser
marking applies a mark on the surface of an
item without affecting the properties of the
item on which they are placed; they can be
used to input a large amount of information
in a small space 2D codes not only require
a coding system and equipment to gene-
rate and mark the code, which can be done
only on flat surfaces, but also equipment to
read the code. Two different 2D codes are
highlighted as part of this long list: QR and
data-matrix codes.

+ QR codes are a type of 2D code which
can store a very large amount of numeric,
alphanumeric, binary, and kanji/kana
characters. QR codes are fairly resilient to
a small amount of damage or dirt and
their data will still be readable.

- Data matrix codes can store slightly less
information than QR codes, although they
can store more characters in a smaller
amount of space. Data-matrix codes are
also seen as being more robust than QR
codes in that even if a data-matrix code
gets damaged, scanners may still be able
to scan the code.

Applications

2D codes are already in use in civilian
supply chains. For example, QR codes can
be laser marked onto ammunition as a way
to identify and trace these items.2 2D
codes can be used to identify items across
the different stages of their life cycle. They
are particularly suited to the PSSM context,
where damage to the surface of conventi-
onal weapons, such as SALW, and related
components is minimised in a controlled
environment.

Data about an item's life cycle and diver-
sion based on this marking could also be
combined with data from other cases of
diversion to help to identify suspicious acti-
vities and areas of weakness, feeding into
an early warning mechanism. The use of
such codes could also help automate data
input, reducing errors compared to the
manual transfer of data from paper-based
records to a computerised database.

2D codes can be applied at different stages
of an item’s life cycle (e.g., manufacture,
pre- or post-transfer, stockpile) and to a
variety of items - SALW, their components,
and ammunition.

Chemical
encoding

Chemical encoding is the use of individual
combinations of chemical particles to mark
a product and identify it with a unique
marking. This type of mark can be applied
onto and integrated into very small and
medium-sized products, and also to a wide
range of materials. These marks are not
visible to the naked eye but can be seen
using ultraviolet detection. Furthermore,
they are designed to withstand the envi-
ronmental extremes that conventional
weapons and related components are
exposed to. However, such marks require
specific, proprietary laboratory tests to
identify the marking and decode the
related data.3

Chemical encoding is already in use in
various sectors, including as a pilot method
to mark ammunition.2* Chemical encoding
is particularly well suited to identifying
marked items during their entire life cycle,
from manufacture to destruction, as well as
post-diversion, to trace it back to its last
legal custodian or storage facility.

Data about an item's life cycle and diver-
sion based on this marking could also be
combined with data from other cases of
diversion to help to identify suspicious acti-
vities and areas of weakness, feeding into
an early warning mechanism.

Chemical encoding can be applied at diffe-
rent stages of a life cycle (e.g., manufac-
ture, pre- or post-transfer, stockpile) and to
a variety of items, but in particular compo-
nents and ammunition.
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Technology

DNA coding

Description

DNA coding involves placing a unique DNA
code (from synthetic or biological sources,
such as plants) onto an item or its packa-
ging, which is associated with a set of rele-
vant information about the item. DNA
codes can be applied to all types of
physical product, particularly those which
are small, numerous and flexible where
other types of tag are less suited, such as
RFID tags. Such marks are easy and quick
to apply, and preservation techniques
enable them to remain stable and perma-
nent. These marks do not affect the proper-
ties of the item on which they are placed.
Such marks, however, cannot be viewed by
the naked eye but can be seen using ultra-
violet light. Specific laboratory tests must
be performed to identify the marking and
extract the related data.

Applications

In practice, DNA coding is already in use in
various sectors, including as a way to iden-
tify counterfeit electronics in the military
supply chain.?®

While DNA coding can be used to identify
items during their entire life cycle - from
manufacture to destruction - the stability
of marks without preservation techniques
makes them more suited to aiding with
PSSM. Subsequent data extracted from this
marking could also be combined with data
from other cases of diversion and help to
identify suspicious activities and areas of
weakness, feeding into an early-warning
mechanism.

DNA coding can be applied at different
stages of a life cycle (e.g., manufacture,
pre- or post-transfer, stockpile) and is most
relevant to components of conventional
weapons, such as electrical sub-compo-
nents.

Document
authentica-
tion

Various technologies can be applied to
strengthen physical document identifica-
tion. Two such categories are described
here: holograms and ink-based marking:

+ Holograms create an optical effect which
acts as an authenticator of a document it
is placed on. Holograms can be divided
into two broad categories: “traditional”
and ‘complex"? In each, different types
exist, the main difference being that tradi-
tional holograms only authenticate a
document, whereas complex ones
include additional hidden information
which can be read only with specific
tools, such as lenses or microscopes.?®

+ Ink-based markings, such as ultraviolet,
iridescent or infra-red inks, or magnetic
inks, are, similarly to holograms, used to
authenticate documents. They become
visible under different circumstances,
depending on the type of ink used, which
can include ultraviolet light or an infra-
red reader. Or they are read by special
character recognition devices.®

Document authentication is already
applied to certain official documents, such
as bank notes and passports. The use of
such technology does not preclude under-
taking existing checks on the information
included in the certificates.

This technology could be applied in
combination with artificial intelligence in
order to aid staff distinguish between a real
and a fake hologram or are able to review
ink-based markings.

Physical document authentication can be
applied to end-user certificates in order to
strengthen protection against forged or
other counterfeit copies. To this end, this
technology is best applied at the earlier
stages of the life cycle. It is most applicable
during the transfer stage of an item’s life
cycle.




Technology Description Applications
Physical Physical Unclonable Function (PUF) tech- PUFs are being applied in applications
Unclonable nology can be used to generate unique related to cyber security: software licen-
Function identifiers from the microscopic imperfec- sing, secret key generation, payments, and
(PUF) tions in chips to authenticate original chips also for device authentication.® PUF
and detect cloned chips* APUFis a responses can therefore be used to
physical object that for a given input and authenticate a device or they can serve as
conditions (challenge) provides a physically | a secret key for cryptographic operations
defined “digital fingerprint” output such as encryption and digital signatures to
(response) that serves as a unique identi- enhance security beyond authentication.
fier3* At a higher level, a PUF can be , ,
. . PUFs can be applied at different stages of
thought of as analogous to biometrics for . . . ;
. . the life cycle and in particular to items
human beings - they are inherent and . . S ;
. . ’ . o containing an integrated circuit. As this
unique identifiers for every piece of silicon. o .
S technology makes use of variations in the
Every PUF device initially needs to be . .
. . . manufacturing process of integrated
registered with the server so that it can be L . .
. . circuits, it should be applied early on in the
used with any cryptographic method. . . .
. . : life cycle - particularly in the ICs that are
During the registration phase, the server : : \
. L used in the production of the items.
uses a stimulus to challenge the client's . o
: However, this personalisation process
PUF and as a result a corresponding : o . .
- . . during fabrication may be expensive, as it
original response is produced. This chal- .
o . adds extra processing steps to the manu-
lenge and response pair is stored in the f :
, . L acturing process.
server's memory. During the authentication
process, the server uses the same chal- PUF technology can, for example, be
lenge for the client's PUF to extract the applied to the chip in an RFID tag in order
corresponding response. Consequently, to make that RFID tag (more) tamperproof.
PUF technology requires a link to the Therefore, this technology can be used in
online server for stimulus-response the same situations and for the same
control. purposes as the RFID tag (passive, active,
semi-passive) it is identifying and authenti-
cating.®
Electronic Mechanical seals are generally used to This type of technology is already being
seals secure containers and cargo; however, they | used by customs organisations. E-seals
(e-seals) are not tamper-proof. E-seals, which can therefore help to prevent both diver-

combine mechanical seals with electronic
security, therefore seek to improve the
security of seals.3* The electronic element
most commonly uses either passive or
active RFID, with similar advantages and
constraints as individual tags: read-range,
cost, etc. Other equivalent technologies
(e.g.. NFC) can also be used. In this way,
e-seals "build on [electronic technologyl to
provide digital data-capture, storage and
readability functions in addition to [a
mechanical seal's] physical anti-tampering
functions"® Whether or not a seal has
been tampered with is therefore immedia-
tely detected when a seal is scanned.
E-seals require an internet connection so
that they can upload and update scanned
data to online databases.

sion and the detection of any diversion
attempts. The known presence of e-seals
can increase accountability and provide an
alert in cases of tampering.

As with other technologies, data collected
based on seal tampering could be
combined with other types of data to help
to identify suspicious activities and areas of
weakness, feeding into an early warning
mechanism.

E-seals are most relevant to the transfer
stage of the life cycle and to application to
the cargo or container of conventional
weapons and related components.
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Technology

GNSS and
mobile
tracking

Description

Several types of tracking technologies exist
that rely on a digital infrastructure. Two in
particular are highlighted in this long list:

+ GNSS tracking technology is added to
specific technologies, such as RFIDs or
sensors, or onto an item, its package or
an entire container to track them using
satellite technology (GNSS).3

- Mobile tracking technology includes the
Global System for Mobile Communica-
tions (GSM) and the General Packet Radio
Service (GPRS) technologies. GPRS tech-
nology is more sophisticated than GSM,
enabling improved mobile service. As
with GNSS, mobile tracking is added to
specific technologies and tracks them
using mobile phone networks.

These tracking technologies require the
use of both a device and software that
gathers the tracking data. However, if there
is a poor signal, or none, transmissions will
stop in certain areas.

Applications

This type of tracking is already used to
track both commercial civilian and military
objects. GNSS and mobile tracking can
therefore help to detect any attempt at
diversion. Indeed, the known presence of
tracking technology can increase accoun-
tability and give an alert in cases of any
divergences - for example, during trans-
portation.

As with other technologies, data regarding
any issues during transfer could be used
on their own or can be combined with
other types of data to help to identify
suspicious activities and areas of weak-
ness. These could then feed into an early
warning mechanism.

GNSS and mobile tracking are most rele-
vant during the transfer stage of the life
cycle, and to application to the cargo or
container transporting conventional
weapons and related components.




Technology

Near field
communica-
tion (NFC)

Description

NFC technology is a “set of communication
protocols for secure wireless communica-
tion between electronic devices'¥ at a
close distance (several centimetres) from
each other. While NFC is like RFID in that it
also possesses a tag (small chips that can
be inserted into stickers, magnets, and
labels) and reader, it enables two-way
communication. NFC technology can also
be incorporated in active RFID tags as a
way of improving the security of the data
communication.

As with RFID, there are both active and
passive NFC devices. Active devices entails
both devices sending and receiving data;
with passive devices, one side (the initiator)
has to send power to the other (the target)
to power it up. Due to the similarities with
RFID, it is necessary to outline the diffe-
rences: for instance, because the NFC read
range is shorter than for RFID, it can be
more difficult for hackers to gain access to
the data or identify the signal. Additionally,
only one tag can be read at a time for NFC
(unlike several for RFID), making NFC less
efficient for PSSM purposes.

Applications

With NFC embedded in many smart-
phones (e.g., to make contactless
payments), it is widely used daily and it has
also been used to some extent for logistics
and warehouse management for civilian
products, although it is less mature and
less extensively used than RFID. NFC has
also been used to enable a certified user to
fire a weapon, as is the case with certain
so-called "smart guns"3®

NFC technology can be applied at different
stages of the life cycle, depending on the
purpose of the NFC. Overall, NFC is best
suited to helping with record-keeping and
the tracking and tracing of individual SALW.
NFC could, for the most part, be applied to
the same items as RFID tags. For example,
NFC could be used as a way to mark items
directly as a way to track them or be
applied to packaging or pallets to help to
track items during transfer.

Data about an item's life cycle and diver-
sion based on this marking could also be
combined with data from other cases of
diversion and in this way help to identify
suspicious activities and areas of weak-
ness, feeding into an early warning mecha-
nism.

The use of such codes could also help to
automate data input, reducing errors
compared to the manual transfer of data
from paper-based records to a compute-
rised database.

-
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Technology

RFID

Description

RFID technology consists of a chip, an
antenna which is attached to the chip, and
an external reader. Data are encoded in the
chip, transmitted via the antenna, and read
by the reader. Readers can be either static
or mobile, with static ones possessing a
greater read range. RFID tags can be either
passive or active, or distinguished by their
frequencies.

- Passive tags do not have an internal
power source. They rely on the wave
signal emitted by the reader to power
themselves. They operate at different
frequencies, ranging from low to high to
ultra-high frequency. Both the frequency
and the activeness or passiveness of a
tag determine the range at which it can
be read, with ultra-high-frequency tags
having the greatest read range.®

- Unlike passive tags, active tags have an
embedded battery. This can limit the
length of the life cycle of active tags.
They are also larger than passive tags
due to the integrated battery. As a result,
however, active tags can be read from a
greater distance than passive ones#°
Some active tags can include sensors
that monitor environmental factors (e.g.,
temperature) and also satellite commu-
nication technology or mobile telephone
networks. The latter two enable real-time
visibility of the tag and product,+ and
also authentication capabilities and cryp-
tographic functionalities, thus ensuring
the security of the data#

Applications

RFIDs are already in use, particularly for
tracking and tracing transfers. For example,
RFIDs can be applied directly on objects to
track these throughout their life cycle, as is
notably the case regarding civilian
products; to the packaging and pallets of
items, in which case it can be used to track
a variety of items, including SALW, the
components of conventional weapons, or
ammunition during the transfer stage; or to
enable a certified user to fire a weapon, as
is the case with certain so-called “smart
guns”.

The use of RFID also aids the automation
of data input, reducing errors compared to
the manual transfer of data.

Subsequent data extracted from RFID data
could also be combined with data from
other cases of diversion to help to identify
suspicious activities and areas of weak-
ness. Such data could feed into an early
warning mechanism.

RFID tags can be applied at different
stages of the life cycle, depending on the
purpose of the RFID, but also as a result of
their versatility and the different types of
RFID that exist.#3 RFIDs can notably support
tracking, marking, record-keeping, and
PSSM, and are most relevant for SALW.




Technology

Sensors

Description

While RFID and NFC tags are a type of
sensor, a wide range of other types of
sensor exist. They include image sensors
(e.g., cameras, radars, thermal imaging,
X-ray scanners) and monitoring sensors
(e.g., gas indicators, acoustic sensors, time-
temperature indicators, which also include
RFID#). Sensors can be used for a range of
purposes, including but not limited to:

- Biometrics: Biometric data include the
physical, morphological, and behavioural
measurements of certain characteristics
linked to an individual. Some of the most
commonly used biometric characteristics
include fingerprints and facial and voice
recognition. Biometric scanners can be
used to grant access to certain locations
(e.g. stockpiles) or to certain systems
(e.g., databases), and even the use of
weapon systems only for pre-approved
individuals.

- Intelligent packaging: This is “packaging
which senses and informs."+ Such packa-
ging has embedded sensors that monitor
the condition of a packaged product,
particularly during its transportation and
storage. Sensors include, for example,
time-temperature indicators, gas indica-
tors, and RFID.# This can ensure product
protection - for example, identifying
whether packaging has been tampered
with.# Embedding RFIDs and NFC can
also help to track and trace items, parti-
cularly during transit.

Not only do such sensors require electricity
and sometimes an internet connection, but
there is also a cybersecurity risk linked to
their use, particularly if information security
management is inadequate. This can be
mitigated by implementing appropriate
cybersecurity measures.

Applications

Sensors can be placed directly on items, as
in the case of RFID and NFC. They can also
be used to monitor certain locations (e.g.,
thermal cameras) and help with access
control (e.g., biometrics). In these ways,
sensors play a preventive and detection
role across the life-cycle stages; and, in
fact, different types of sensor are already in
use in the civilian commercial realm (e.g.,
the food and pharmaceutical industries)
and with conventional weapons.

Subsequent data extracted from sensor
activity could also be combined with data
from other cases of diversion and in this
way help to identify suspicious activities
and areas of weakness, feeding into an
early warning mechanism.

Sensors can be used across different
stages of the life cycle of a weapon or
related components for a variety of
purposes. For example, they can be used
pre-, during, and post-transfer to monitor
the security of the objects and their packa-
ging (e.g., intelligent packaging, X-ray scan-
ners).

\”
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Technology Description Applications
Internet of loT refers to an overarching digital platform loT is already used for warehouse manage-
Things (loT) connecting the physical to the digital world. | ment for certain commercial civilian
Specifically, loT is enabled by physical products.
devices such as sensors, RFIDs, and other .
similar (internet) connected technologies !OT technologes could help automate data
that collect and exchange data, which is Input, reducing errors compared to the
therefore captured digitally. manual transfer of datg from paper-based
records to a computerised database. Data
These data, which are synchronised from related to weapons and related compo-
various sources on one single platform, can | nents can be captured across their life
also be used to digitally monitor - or even cycle by loT devices. This is conceptually
control - the physical objects onto which a quite similar to DLT in that loT requires data
sensor is applied. For example, if a sensor capture throughout, even though the data
indicates a change in the environment, storage and use differ. To this end, IoT is
such as temperature, then, if the thermo- particularly well suited to detecting
stat is also a connected device, it can be instances of diversion, including areas of
modified from a distance. weakness.
The use of loT technology requires an infra-
structure of connected devices, without
which it cannot exist. The use of connected
devices also implies a potential cybersecu-
rity risk, particularly if there is poor informa-
tion security management.
Distributed DLT# is a “distributed record", or “ledger’, in DLT has already been applied to certain
Ledger Tech- which transactions are stored with crypto- specific sectors, such as the food and
nology (DLT) graphic techniques, ensuring transparency diamond industries.

across an entire

ecosystem. 4 Data held on a DLT is very
hard to manipulate, thus enhancing trust in
the data stored.

There are two main types of DLT: open (i.e.,
permissionless) platforms and permissi-
oned platforms. Permissionless platforms
are publicly available and anyone can
become a user, own a copy of the data,
add data, verify transactions, etc. Permis-
sioned platforms are accessible only to
those who have been given permission,
and who can read, write, and verify trans-
actions. There can also be a hybrid of the
two systems. Permissioned platforms are
safer from harm of attack compared to
permissionless platforms.s°

DLT can improve trust in stored data stored,
so long as it is of quality, while also increa-
sing the transparency and visibility of items
throughout their life cycle. The use of DLT
does require a significant logistical footprint
as data needs to be captured at all relevant
stages and by all relevant actors in the life
cycle. For example, by using marking and
tracking and tracing technologies (e.g., 2D
codes, RFID, sensors).

Regarding weapons, a proof-of-concept
examined the use of DLT to reduce the risk
of chemical weapons proliferations* To this
end, DLT could be particularly well suited
to export and import licensing and clea-
rance and to detecting instances of diver-
sion, including areas of weakness.

Data related to weapons and related
components can be stored in a DLT across
their life cycle. This can include data regar-
ding the item itself (or their containers or
pallets), which is captured across every
stage of the life cycle.




Technology

Artificial intel-
ligence (Al)

Description

Alis an umbrella term that includes diffe-
rent types of algorithm learning techniques
and abilities. AlL Al models require data for
training, whether that be to understand
anomalous patterns or specific aspects of
images. More broadly, Al is well suited to
assist with tasks such as data collection,
data synthesis, and data analysis. To that
end, Al has a wide range of applications,
though, as with other digital technologies,
the use of Al entails a cybersecurity risk.

Applications

Alis already in use: for example, to help
identify financial fraud and as a way to
identify supply chain risks in the automo-
bile industry.s?

Al is applicable at different stages and also
across the life cycle of conventional
weapons and related components. In parti-
cular, it helps to improve and render
transfer controls more effective and safer.
In this way, Al can aid various tasks across
the supply chain of an item, notably by
using its analytical and pattern analysis
capabilities. This includes, but is not limited
to:

+ Supporting human-led risk assessments
by enabling automated data analysis and
assessment.

- Identifying document fraud using optical
character recognition (OCR) combined
with Al.

+ Analysing sensor data, such as X-ray
images at border controls via computer
vision.

+ Analysing big data, as in screening finan-
cial flow data or analysing data captured
by sensors across a life cycle in order to
identify unusual patterns or ensure sanc-
tions compliance.

- Automating image analysis (e.g., by X-ray
machines at border control) and
conducting big data analysis (e.g., finan-
cial flow data).

\?
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Step 3. Analysing the
context in which
technologies are to be
implemented

The third and final step of the framework is to
assess the practical implementation of the tech-
nologies. This involves determining the condi-
tions that need to be met in order to apply
technologies in a given context, and also ensuring
that the technologies possess the attributes
considered most important to the users.

Importantly, apart from the direct goal related to
the countering of diversion, system-related
factors should also be weighed up when assessing
potential technologies. Such factors could be
derived from a broader contextual analysis and the
reality in which technologies would be imple-
mented. Both the existing literature and inter-
views with relevant experts helped to identify
general contextual attributes that are crucial to
use in any assessment of the identified technolo-
gies and their proposed usefulness in the specific
context of international conventional arms
transfer control.

First, it is necessary to understand the context of
application. This will differ between cases and
therefore requires a case-by-case assessment.
This includes, for example, understanding the
following:

- Which non-technological measures exist?
For example, do we have the appropriate
policy and legal framework in place to
facilitate technology use? And if not, what
is required? Are issues regarding the
standardisation of information between
different actors addressed?

- At what level is the technology being
adopted or applied? For example, is a
particular technology intended for use only
at the national level or would it necessitate

inputs from or application at the regional
or the international level by other stake-
holders active at another national level?
This may affect considerations of which
technology to apply where, as well as lead
to differences regarding use, uptake and
accessibility.

What physical and non-physical infra-
structure is required, and what is currently
missing? For example, this could refer to
the existence of sound buildings and also
to the presence of a reliable electricity

supply.

+  What resources are required to apply the
selected technologies and do we have these
at our disposal? These could include mone-
tary resources, human resources, know-

how, institutional capacity, expertise,
training programmes, etc.
- Do certain arms-control instruments

restrict or otherwise regulate aspects of
marking, tracking, or tracing? And would
this affect or prevent the use of certain
technologies?

In addition, technology comes with its own set of
advantages and challenges, so it should not be
seen as a panacea. However, beyond that set,
several other overarching challenges should be
considered and responded to prior to applying
technologies for conventional arms transfer
controls. These challenges include:

+  Patchy or irregular use of technologies can
undermine their effectiveness. For reasons
related to national security or for geopoli-
tical reasons, end-users can be highly
reluctant to integrate certain technologies
because they are concerned about who will
have access to the software and to what
extent the information would be accessible
to the developers of the technology.s



+ One needs to take a whole-of-system
approach to deploying technology, and
consider such factors when embedding
technologies within a process. Specifically,
inadequate human resources and infra-
structure can undermine or prevent the
use of technology, such as:

- the infrastructure may simply not be
strong enough to prevent illegal users
from entering it;

- the remoteness of the storage location
could make it impossible to connect to
online data platforms;

- there may be unreliable electricity; or

- untrained personnel can make uninten-
tional mistakes or omissions.5

- Even with consistent use and cooperation,
it is still possible for malicious actors to
circumvent or weaponise technology. This
includes diverting conventional weapons
and related components enabled by gover-
nments themselves, making it even more
difficult to collect and share information
or to cooperate.55

Second, it is important to identify the qualities or
elements that technology can or should have - in
other words, the attributes a user determines to
be of most importance for a particular technology
to possess. Technologies all possess differing
advantages and barriers to implementation. These
need to be paired with certain characteristics or
qualities that a user would like a technology to
possess so that it can adequately fulfil its aim.
Building on the insights expressed in the litera-
ture review and also in expert interviews, nine key
attributes have been identified (see Table 3), which
can be tailored to the needs of the framework
users to help them determine whether the selected
technologies possess the required attributes.
These attributes could also be a way to engage all
stakeholders in a common dialogue. Importantly,
these attributes also function as variables. For
example, the assessment of the affordability of a

technology will differ between technologies. This
will enable stakeholders depending on available
resources or funds to take such factors into
account in their assessment of a technology. These
attributes are also relative: some stakeholders
may be willing to accept a high cost if the benefits
are also high, while others may not.

19
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Table 3: Technological attributes

Attribute Explanation

Affordability If the cost of a technology is high, then the willingness and ability to apply it will differ
across the various stages in the life cycle of an item. There may also be questions of

who becomes responsible for bearing this cost.s® The cost of a particular technology
should be assessed in relation to the value of the item in question: highly sensitive or
valuable products may require and justify more expensive technologies.

Embeddedness Technologies do not operate in a vacuum; they are not “standalone” solutions. Techno-
logies operate in an existing context of rules, regulations, and approaches. It therefore
behoves users to ensure it is possible to embed a technology seamlessly within this
existing context, and to undertake the necessary steps for this to be the case.

Ease of use Many stakeholders are involved at all stages in the supply chain, with varying levels of
digital literacy and facility with technology. A particular technology should therefore be
accessible and easy to use, and spare parts and maintenance must be easily acces-
sible s

Interoperability Supply chains are complex, involving many different stages and stakeholders. The
complexity of supply chains that involves many different stages and stakeholders
requires the development either of a common technology that can be used by all or of a
particular technology that can be interoperable with others. Ascertaining the technolo-
gical interoperability of a particular technology or technologies is therefore important.

Layered Multiple technologies, whether of the same type or of different types, could be used to
complement each other and overcome the limitations of any singular technology. The
use of multiple technologies can also provide additional redundancy in case of any
issues or failures in one of the technologies. It would therefore be important to ensure
that a particular technology could be layered with others.

Robustness Robustness refers to both physical condition and security concerns. For example,
throughout transit and later active use, weapons will be placed in several different and at
times challenging environments. Technologies should therefore be robust enough to
withstand both very high and very low temperatures, rough handling and also other
environmental factors such as rain, wind, and dirt.5® At the same time, they should be
robust in the sense that they are tamper proof against both physical and digital intrusion.

Scalability Volumes of items or user needs will probably fluctuate over time. Ensuring that a parti-
cular technology is scalable - meaning that it is still able to function despite changes in
volume - is important to ensure its long-term usability.

Sustainability The ability to maintain or support a technology over a long period of time ensures both

continuity and dependability. Sustainability may also have an impact on affordability, as

not having to replace it cuts costs. A long-term technology also enables better absorp-

tion of any up-front costs over time, leaving only any running-costs to be factored in the
affordability attribute.

Trust Trust is an essential factor to ensure the successful adoption of technology.5° However, it
is also complex and multidimensional. Multiple types and levels of trust exist. These
include trust in the technology (does it do what it is meant to do?), trust in the security of
the technology (is the technology and/or its data secure?), trust in the provider of the
technology (are they a trusted vendor and can they keep the technology safe?), and trust
between the different actors in the supply chain to share relevant information.® There is
therefore not one single clear interpretation of “trust’, which is an amalgamation of all
these different and context-specific facets.




Section 3 - Applying the
framework in real-life:
a primer

The previous section set out the framework with
which to identify and assess potentially relevant
technologies to counter the diversion of conven-
tional weapons and related components. This
section aims to provide two illustrations to demon-
strate how the framework might work in practice
with, first, the components of conventional weapons
(CWC), more especially electrical components (3.1)
and second regarding SALW (3.2). Importantly,
these descriptions are not in-depth case studies in
which a thorough and comprehensive assessment
process is undertaken, but they serve primarily as a
first attempt at illustrating how the framework
presented in section 2 could be instrumental in
analysing diversion risks, identifying potentially
relevant technologies and assessing the possibilities
and challenges that need to be considered in order
for these technologies to be implemented effec-
tively in arms transfer controls. Such a comprehen-
sive assessment would necessitate more dedicated
discussions and input from all the different stake-
holders - state authorities, relevant industry repre-
sentatives, technology companies, international
organisations, and civil society.

Technologies to counter the
diversion of components of

conventional weapons and

related components:

an illustration

While policymaking focused traditionally on
countering the diversion of complete weapon
systems, awareness is gradually growing that
components play a crucial role in the develop-
ment, production, and maintenance of conven-
tional weapons. Given their size and appearance,
however, they are easier to conceal, more difficult

.

to identify and therefore easier to divert. More-
over, the international trade in components often
runs through prolonged and complex supply
chains, making it difficult to keep an eye on the
effective end-user, thus creating a greater risk of
unauthorised end-use. The fact that these compo-
nents could also be intended for use in civilian
products and thus do not have an exclusively mili-
tary use, also adds to the challenge of under-
standing and controlling transfers of such items.
A specific type of components - electronic compo-
nents, such as semiconductors, integrated circuits
or microprocessors - is particularly relevant in
this discussion as they have been found to be
diverted to different embargoed destinations,
where they are used as critical components in a
broad variety of weapon systems. The main
methods used to divert such components are the
development of elaborate procurement networks
with shell or front companies in various countries,
with the aim of obscuring the effective end-use of
the goods and the country of end-use. In this
context, the identification of such transfers during
customs controls is rendered more difficult by
describing the goods in a general manner and thus
hiding their strategic and controlled nature.*

Step 1. Specifying the aim of using technology
and mapping item-specific risks of diversion

The principal methods of diversion for the elec-
trical components of conventional weapons used
occur in the (pre-)export phase of these items:

- Shell or front companies are used to
obscure the effective end-user. This is
possible because such items are typically
not transferred directly to governments
but pass instead through various export
and import companies before reaching
their effective end-user. This complexity
of the supply chain and life cycle of these
goods makes it difficult to identify the
chain of custody and the specific points at
which the goods are diverted.
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+ Goods are deliberately described in a
general manner in customs declarations in
order to circumvent controls.

As a consequence, specific technologies that could
strengthen identification of risks during the
pre-export or transit risk assessment process by
the competent export authorities should be the
main focus of detection measures. These should
be implemented prior to either authorising or
denying the transfer of goods. Such technologies
should therefore be applied to counteract diver-
sion by supporting governments’
preventing diversion. This should be achieved in
two ways: by identifying fraudulent procurement
networks and by detecting diversion (attempts)
by enhancing the identification of transfers of
such components when they pass through customs
controls in the countries through which the goods
transit or from which they are exported.

work in

Step 2. Identifying potential technologies

An important technology that could be relevant in
this context is artificial intelligence (AI). AI could
be used in the pre-export phase, where it could
contribute to preventing diversion from effec-
tively taking place by identifying suspect, front or
shell companies in the first place. Such technolo-
gies are being used extensively in the financial
sector for various applications: data collection,
organisation of market information, and fraud
and risk assessment. However, regarding fraud
and risk assessment, the lack of real-life data is
making it difficult to implement AI to combat
financial terrorism and identify instances of
money laundering.®> Regarding this challenge,
Canhoto (2021: 441) has offered a possible solu-
tion:

"Therefore, there is limited scope for using supervised
machine [(ML)] learning to tackle this problem.
However, it is possible to use reinforced ML and, to an
extent, unsupervised learning to model unusual finan-
cial behaviour, not actual money laundering."63

With regard to identifying illicit procurement
networks set up for international
tions-busting, though, several organisations
claim to have used AI tools to uncover illicit
procurement networks, for example, to identify
the vessels used to circumvent international sanc-
tions® or the supply chains for electrical compo-
nents to sanctioned countries).®

sanc-

Next, Al could also be used in the transfer phase to
detect attempts at diversion by identifying trans-
fers of controlled items for which more general-
ised descriptions are used in customs declarations.
However, the substantial amounts of goods that
are being transferred and which pass through
customs every day make it difficult to identify
such transactions. But ML techniques could be
applied to profile international transfers of stra-
tegic goods in particular: they could do so by iden-
tifying patterns that may enable customs
authorities to recognize these transactions more
effectively.5¢

Step 3. Analysing the context in which techno-
logies are to be implemented

The successful implementation of these techno-
logies would, however, be confronted by several
barriers and preconditions, as becomes clear when
we consider the attributes identified in step 2 of
our framework. Overall, Al software appears to be
quite robust and scalable. However, such technol-
ogies are relatively costly to procure, to keep
up-to-date (“sustainability”) and to embed in
existing programmes and processes. But in the
current context there are some advantages to
using Al: data entry and checking for false flags
would be the very tasks that would become auto-
mated and less demanding of human time and
effort and therefore on cost. In addition, imple-
menting such technologies could also result in the
identification of more suspect cases and transac-
tions needing human analysis, interpretation,
controls and follow-ups - possibly increasing the
need to employ additional staff. But since inter-
national trade flows are in any event characterised



by vast amounts of data collected by customs
authorities through shippers’ export, transit or
import declarations, perhaps additional effort and
staff might not be needed. This is because Al
would certainly be capable of using the huge data-
sets for training and optimising the algorithms
that will serve to identify shell companies and
strategic goods transactions in the huge amount
of trade transactions that take place worldwide
every day. Digitization, which is a major prerequi-
site of any meaningful use of Al, therefore appears
to be generally present to perform analyses of
trade flows.

Staff should also be trained properly and continu-
ously in how to use these technologies efficiently
and technical expertise should be available to keep
the software up-to-date and secure. A crucial
question in the specific context of international
arms transfers in which both private actors and
government control agencies are involved would
also be this: Who is to be responsible for imple-
menting such Al tools? On the one hand, private
actors such as manufacturers, shipping compa-
nies and financial institutions could do this as
part of their enhanced due diligence processes and
“know your customer” procedures. On the other,
public agencies - export control and customs
authorities - could include such tools in their
existing risk assessment and monitoring
programmes. These considerations will also be
relevant to matters pertaining to the cost of
implementing these AI tools and of the staff that
will need to be trained in using these tools.

Another crucial condition is that a layered
approach is necessary: Al requires databases with
substantial amounts of information to be available
that the AI software could analyse. Here, the
information collected by customs authorities in
export, transit and import declarations could be
highly useful, as could existing company and trade
registers. Gathering all these data presupposes
interoperability between the different actors
involved and the owners of these databases, which
in practice has proven to be a challenge to date.¢

Finally, concerns about the ethical dimensions
and bias of Al software may be a barrier to its
uptake, and this could have an impact on the level
of trust in the technology. In a similar manner,
trust in the quality of the datasets used is also a
crucial precondition. However, it should be borne
in mind that implementing algorithms does not
necessitate close cooperation between the various
actors throughout the transfer chain as it can be
carried out autonomously by private and public
actors in the countries of export or transit. Trust
between the different actors in the supply chain
should therefore not be a necessary precondition.

Technologies to counter the
diversion of SALW: an
illustration

SALW are at increased risk of diversion compared
to other, larger military equipment for several
reasons:

+ Their ease of use, as SALW do not require
particular technical skills or equipment to
operate, making them accessible and
attractive to a wide range of users, inclu-
ding but not limited to state and non-state
armed forces, security forces, police forces,
and civilians.

The ease of diversion of such items, given
their small size, making them “easy to
conceal”.%8

Their long life cycle, increasing the oppor-
tunities for diversion across their lifetime.

+ The high scale of production of SALW,
which can make individual products more
difficult to keep track of.%®

In this context, it is also important to consider
that SALW is a broad category comprising many
different types of weapon. Some of these will be at
greater risk of diversion, simply because they are
more appealing to users. Others will pose greater

.
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risk to international security, such as man-port-
able air-defence systems (MANPADS) and
man-portable anti-tank systems (MANPATS),
due to their ability to threaten and affect larger
military (and civilian) equipment to a greater
extent than other SALW.

The following presents a hypothetical example to
explain how the framework presented in Section 2
could be applied to the issue of SALW diversion. By
way of context, Country A has had a turbulent
recent history. Over the past several decades, it
has been the location of a civil war which lasted
several years. The conflict has now ended;
however, pockets of rebellious actors who are not
happy with the status quo remain. Therefore,
certain parts of Country A’s territory are still the
site of attacks by armed groups, which predomi-
nantly use assault rifles, general-purpose machine
guns, and mortars. This is also compounded by
instances of armed violence in neighbouring
countries which at times spill over into Country A,
again mostly using SALW.

These ongoing localised conflict situations are
enabled by areas of structural fragility which are
exploited to enable the illegal flow of SALW -
which are the main types of weapon used by local
and neighbouring armed groups. Indeed, based on
evidence collected, it was determined that many
of the weapons currently being used have been
obtained from state stockpiles.

Country A already has several counter-diversion
measures in place, notably by having robust
national arms control legislation in place; efforts
to implement international arms-control norms,
instruments, and processes; and by ensuring the
registration of all weapons at the time they are
imported. However, such measures have not been
sufficient to prevent the illicit diversion of SALW,
and the use of technology to bolster existing
mechanisms is therefore being considered.

Step 1: Specifying the aim of using technology
and mapping item-specific risks of diversion

The main aim of applying technology was identi-

fied as improving detection of diversion as well as
identifying of how diversion occurred in the first
place. Based on a risk assessment undertaken
in-country, one of the main risks of diversion that
emerged within Country A is the (lack of) security
and integrity of national stockpiles. This risk was
found to be primarily driven by the poor imple-
mentation of procedures for managing SALW in
national stockpiles, which is notably linked to
limited record-keeping, inventory management,
and reporting and investigation of weapons
diverted from the stockpiles.

Step 2: Identifying potential technologies

Several technologies were identified as being able
to help respond to the identified risk; they can be
divided into improving weapon identification and
securing stockpiles. For improved weapon identi-
fication, laser marking data matrix codes on
SALW was identified as a potential technology.
For securing stockpiles, the solutions include
placing passive RFIDs on the weapons to auto-
matically log weapons entering and leaving the
stockpile, using a digital database both to track
the movement of weapons through RFID data and
to store specific weapon data obtained from the
data matrix code, and then to implement the use
of biometrics at the entrance of the stockpile to
ensure that only pre-approved individuals could
enter the area.

Step 3: Analysing the context in which techno-
logies are to be implemented

In the final step of the framework, users then
need to consider the possible barriers and precon-
ditions to using these technologies. This analysis
should ideally be undertaken by all relevant users
and other stakeholders involved at this stage of
the life cycle of SALW to identify any challenges or
issues beyond those specific to each technology.
The discussions should also involve technology
experts.

Focusing on passive RFIDs, in this example, the
context of the existing regulatory and legal frame-
work would need to be examined to identify



whether new laws, norms, or other policies would
be required to implement the envisaged technolo-
gies (e.g., embeddedness and interoperability).
Similarly, the physical infrastructure of the stock-
piles would also need to be examined and any
non-technological issues resolved before technol-
ogies can be implemented. The costs of the tags
and the required digital infrastructure would also
be assessed, together with their robustness and
resistance to environmental factors. With passive
tags not possessing a battery, this improves their
long-term sustainability and therefore drives
down the costs of having to change tags frequently.
Also examined is the extent to which the tags are
determined to be easy to use and whether tech-
nical knowledge or training is required by those
handling the weapons or fitting the RFID devices
to the weapons. As noted above, RFID can work
well with other technologies, not least of all the
use of a digital database to capture and store the
data, highlighting that a layered approach is
important when considering this technology.
Finally, an examination of trust in this context
may demonstrate queries whether the data are
secure — which can be mitigated by applying good
cybersecurity principles - and whether, and to
what extent, RFID tags could be subject to battle-
field detection, which could pose an operational
security risk. The latter possibility could be miti-
gated by investigating the use of tags with a very
short read-range.”

Section 4 - Concluding
remarks: Assessing the
application of
technologies to counter
diversion

This paper presents a framework which aims to
offer a systematic and consistent approach,
language, and method with which to identify and

assess technologies that counter the diversion of
conventional weapons and related components.

Overall, the framework demonstrates that the
application of technology to prevent or counter
diversion in international conventional arms
transfer control requires a multi-step approach:

first, define the aim of the technology and
understand the specific risks to be miti-
gated or prevented;

- second, identify the technology or techno-
logies which could deal with these risks
and aim(s); and

+ finally, analyse how technology would be
applied in practice by assessing the context
and barriers of application and the precon-
ditions of the use of the identified techno-
logy, and then assess the technologies
against the attributes seen as most rele-
vant and important to the stakeholders
involved.

The paper presents a long list of technologies,
which demonstrates that a wide range of relevant
technologies exist and can be explored by the
international conventional arms transfer control
community to help strengthen counter-diversion
efforts. Owing to the approach taken by this paper,
to focus on existing technologies applied in supply
chain management, there is a bias in the tech-
nology long list towards those which apply either
to the entire life cycle or to the transfer stage
specifically. Despite this limitation, the long list of
technologies nonetheless demonstrates the range
of options available to stakeholders, from more to
less complex, not only aimed at improving data
collection and diversion prevention or detection
measures, but also to help users undertake risk
assessments, adopt early warning mechanisms,
enable transparency, and build cooperation and
trust.

Yet, as shown through the framework, a consid-
ered approach to technology is needed. First,
technology does not and cannot replace
non-technological measures - from standard-

25



26

FOOD-FOR-THOUGHT PAPER

ising data inputs to adopting the necessary legal
and governance frameworks to prevent diversion.
In addition, alongside those benefits that can be
provided by technologies, an objective review of
the challenges, barriers, and preconditions of use,
including the necessary non-technological meas-
ures, is necessary.

Second, the siloed nature of conventional arms
transfer control makes it particularly challenging
to apply technologies where coordination, infor-
mation sharing, and collaboration are necessary.
This is compounded by:

the wide variety of actors involved in the
life cycle of a weapon or ammunition;

the lack, in some instances, of existing
regulations and standards on record-
keeping; and

- the practical and political difficulties
regarding information-sharing between
actors in different countries.

These are just some of the barriers to the develop-
ment and implementation of technologies.

Third, technologies that allow for continuous and
real-time tracking of conventional weapons and
their components throughout the complete value
chain remain scarce. This indicates that no single
technology can singlehandedly prevent or counter
diversion across the entire life cycle of a weapon,
and therefore a single technology should not be
relied on.

Finally, certain stages in the life cycle of conven-
tional weapons and related components appear
to have fewer technologies relevant to countering
diversion. This applies particularly to the active
use and destruction stages and may be due to the
study approach taken, as already noted. However,
it also shows that while it is important to examine
technologies which have been tried and tested in
other domains, there is also scope for exploring

more nascent solutions at a future stage and for
helping to develop and mature such promising
technologies.

Overall, the inclusion of technology in interna-
tional conventional arms-transfer control brings
together a range of questions, diverging opinions,
views and approaches about the willingness,
effectiveness, and ability to implement. This
identifies the need to conduct a dialogue among
all stakeholders: the technology development
companies, the industrial sectors which would
need to deploy and adapt to such technologies,
civil society, and state representatives for whom
arms-transfer controls serve specific goals and
objectives. Doing so would help with under-
standing which barriers and challenges exist, and
how to overcome them. Proponents, enthusiasts,
or doubters - all of them need to be brought
together to give a substantive push forward
regarding the questions - and answers - about
using technology in controlling international
conventional arms transfers.
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